
Date: Wed, 15 Jun 2022 18:16:46 +0000

From: FedRAMP <info@fedramp gov>

Reply-To: FedRAMP <info@fedramp gov>

To: William Hamilton - XAAB <william hamilton@gsa.gov>

Message-ID: <E2YW7WOY6KD_62aa220e40645_333fc68e8cb95c84684_sprut@zendesk.com>

Subject: [Request received] Action Needed  MBL Technologies Formal Complaint Notice

X-Source-Folder: GSA-2022-001178--william hamilton@gsa.gov_0

X-Email-Hash-MD5: 2779c73360aef62bea1e63fc925755d1

##- Please type your reply above this line -##

Your request (65036) has been received and is being reviewed by the FedRAMP support staff.

To add additional comments, reply to this email.

William Hamilton - XAAB (FedRAMP)
Jun 15, 2022, 1:16 PM GMT-5

 -

After reviewing MBL Technologies’ security assessment report (SAR) for Issio Information System, the FedRAMP PMO 
identified several fundamental testing accuracy and completeness issues associated with the assessment. Additionally, it was 
confirmed by A2LA that the assessors utilized for this assessment do not meet the personnel requirements specified in the 
A2LA R311 - Specific Requirements: Federal Risk and Authorization Management Program (FedRAMP). Please see the 
enclosed letter for more information related to these concerns.

Based on the severity of the issues noted above and, in accordance with FedRAMP’s 3PAO Obligations and Performance 
Standards, your FedRAMP recognition status is now “In-Remediation” and will be noted as such on your FedRAMP Marketplace 
page. Please consider this a formal complaint that needs to be addressed with your quality system. Within 10 business days of 
this notification, a written formal corrective action plan (CAP) response must be provided both the FedRAMP PMO and A2LA 
(via info@fedramp.gov and fedramp@a2la.org) that identifies the root cause, how and when the deficiencies will be 
remediated, and actions that will be taken to correct these issues. At a minimum, all corrective actions must occur and be 
approved by the FedRAMP PMO prior to the submission of any new assessment deliverables to the FedRAMP PMO.
 
If MBL Technologies fails to complete the formal CAP, your organization’s FedRAMP recognition status will be removed from 
the FedRAMP Marketplace. In some cases resolution may require a re-assessment by A2LA for validation of the successful 
completion of the CAP, as determined by FedRAMP. 
 
Please don’t hesitate to reach out if you have any further questions.
 
Thank You -
-- 
John Hamilton
FedRAMP Program Manager of Security Operat ons 
Technology Transformat on Service | GSA

 | william.hamilton@gsa.gov

Attachment(s)
MBL Technologies Formal Complaint Letter - Issio Assessment Concerns 061522.pdf
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Please let me know if you need anything else.

 

Thanks!

 

A2LA |  Cybersecurity Program Manager

Direct: 301 644 3215 | A2LA.org

My Hours: 8:00 am - 4 00 pm (ET)

___________________________________________________

A2LA Office Hours: 8:00 am - 8:00 pm (ET)

 

5202 Presidents Court, Suite 220
Frederick, MD  21703
Main Line: 301 644 3248
www A2LA org

       

Disclaimer: The information contained in this transmission is confidential and proprietary information intended only for the use of the individual or entity named above
and is the property of A2LA  If the reader of this message is not the intended recipient, you are hereby notified that any dissemination, distribution or copying of this
communication is strictly prohibited  If you have received this communication in error, please notify us immediately by telephone and delete the original message  Thank
you

-- 
John Hamilton
FedRAMP Program Manager of Security Operations ​
Technology Transformation Service | GSA

 ​| ​william hamilton@gsa.gov

-- 

U.S. General Services Administration

Evan Isaacs
Technology Transformation Services
Program Management Office, FedRAMP

-- 
John Hamilton
FedRAMP Program Manager of Security Operations ​
Technology Transformation Service | GSA

 ​| ​william.hamilton@gsa gov
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Please let me know if you need anything else.

 

Thanks!

 

A2LA |  Cybersecurity Program Manager

Direct: 301 644 3215 | A2LA.org

My Hours: 8:00 am - 4 00 pm (ET)

___________________________________________________

A2LA Office Hours: 8:00 am - 8:00 pm (ET)

 

5202 Presidents Court, Suite 220
Frederick, MD  21703
Main Line: 301 644 3248
www A2LA org

       

Disclaimer: The information contained in this transmission is confidential and proprietary information intended only for the use of the individual or entity named above and
is the property of A2LA  If the reader of this message is not the intended recipient, you are hereby notified that any dissemination, distribution or copying of this
communication is strictly prohibited  If you have received this communication in error, please notify us immediately by telephone and delete the original message  Thank
you

-- 

U.S. General Services Administration

Evan Isaacs
Technology Transformation Services
Program Management Office, FedRAMP

-- 
Bailey Feldman
Contractor, FedRAMP PMO Support

FedRAMP | TTS | GSA
m  
e: bailey.feldman@gsa gov

-- 
John Hamilton
FedRAMP Program Manager of Security Operations ​
Technology Transformation Service | GSA

 ​| ​william.hamilton@gsa gov
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We're through most of the Gap Review of the Issio package and have some questions to clarify. There may be updates required prior to 
authorization, but the goal will be to resolve concerns in discussion and write up their resolu ion in the report with post-authorization actions.

Unfortunately, we’re completely booked up for next week already. Please let me know which of the following times, for one hour,  work best for 
you:

Monday June 6th at 11am, 12pm, or 1pm ET
Tuesday June 7th at 10am or 3pm ET

In context, we are nearly through the initial Authorization process: 

Full Package Submission 
Initial Review Phase 
Conduct Review Mtg  
Remediation Phase  
Gap Review Phase: PMO usually takes ~10 days to complete and reach out for a Gap Review Mtg or send the Congratula ions Email ← 
Issio is currently at this point. We’re almost done he Gap Review, and need to answer some questions and address some continuing 
concerns. If those are answered and addressed in this round of remediation, we will move forward. If not, we will repeat this phase. 
The Congratulations email will come from PMO Leadership and contain 2 forms, a survey, and a request to check Marketplace service 
description.  
When those are returned, the Marketplace designation will be changed to FedRAMP Authorized!

Thank you, and we look forward to talking with you again soon.

Yours Truly, 

 

-- 

FedRAMP PMO Support (Noblis)
FedRAMP | TTS | GSA

@gsa.gov
-- 

 | Issio Solutions
Information System Security Officer
e: @issio net
c: 

-- 
| Issio Solutions

Information System Security Officer
e: @issio net
c: 
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